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IPv6 Background and History

• IPv6 is the evolution of IPv4

•1991, First signs of class B IPv4 depletion

•1994, Designed and Developed by the Internet 
Engineering Task Force (IETF)

•1995, IPv6 Specifications (RFC 1883)

•1998, Basic Protocol published (RFC 2460)

• IPv6 will coexist with IPv4 for several years  
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IPv6 Features

• Very large address space: 

–Reduce NAT Requirements due to Addresses 
shortage

–(2128  = 3.40282367 × 1038 )  Addresses compared to 
IPv4 (232 = 4 294 967 296) Addresses

–Cope with IPv4 addresses depletion fact

• Efficient processing of IPv6 packets due to enhanced 
header designs (extension headers overhead)
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IPv6 Features

• Main feature is the bigger address range

• Other features:

– Efficient and hierarchical addressing – minimize routing tables

– Stateful and Stateless address configuration

– Built-in Security – IPSEC compliant

– New protocol for neighbors interaction

– Better QOS support

– Extensibility  
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IPv6 and IPv4 Global Statistics

http://www.ipv6actnow.org/info/statistics/
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http://bgpmon.net/stat.php

http://bgpmon.net/stat.php
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CITC IPv6 Experience

• CITC manage national level Internet services 

– Administration of the domain name space for the 
country code (ccTLD) of Saudi Arabia (.SA)

– Overlooking Filtering Setup in Saudi Arabia

This implies: 

– Multi-homing to meet reliability and availability 
requirements 

– IPv6 ready infrastructure to cope with the latest 
Internet standards
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CITC IPv6 Experience

• Feb 1st , 2010 CITC acquired /48 Provider Independent 
IPv6 prefix from RIPE

– Request go through Local Internet Registry

– Originally IPv6 specifications did not allow Provider 
Independent assignments

– PI assignment continue until Multi-homing standard 
is agreed (Suggested standards to be discussed 
later)

• Data Service Providers whom CITC peered with are not 
yet ready for complete IPv6 BGP peering.

– IPv6 Infrastructure is under development

– Upstream providers peering issues
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CITC IPv6 Experience

• Alternatively CITC has implemented external IPv6 BGP 
Tunnels.

– One Tunnel provider

– Two redundant tunnels connected to different 
tunneling servers (London & Frankfurt)

– Not optimum as national IPv6 traffic would leak 
outside

• Dual Stacks IPv4 & IPv6 Infrastructure

– Internet Routers

– Firewalls

– End Hosts
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Implementing IPv6 is Easy

• Contact your service provider

– Get Provider Aggregate (PA) IPv6 prefix if single 
homed

– If Multi-homed acquire Provider Independent (PI) 
IPv6 prefix from RIPE until multi-homing in IPv6 is 
standardized

• Make sure Network devices platforms are updated to 
support IPv6

• Plan IPv6 topology and addressing

– Consider Scalability

• You can always implement IPv4 / IPv6 Dual-Stack for 
transparent transition 
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Configure your IPv6 tunnel

• Define Tunnel Source IPv4  
Address

• Define Tunnel Destination IPv4 
Address (Provided by Tunnel 
provider)

• Configure Tunnel Mode to IPv6IP 
(Cisco IOS)

• Define Tunnel IPv6 Address 
( Provided by the Tunnel provider)

• Define IPv6 Static Route via 
Tunnel interface (Optional) 

• Configure IPv6 Access lists on 
Tunnel interface to block non-
required IPV6 traffic 

Juniper

Cisco
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IPv6 BGP Configuration

• Prepare required information 
•BGP Peer IPv6 Address
•BGP Peer AS Number
•IPv6 Prefix to be announced
•Outbound IPv6 Prefix Filters
•Inbound IPv6 Prefix Filters

• Cisco IOS
•Enable IPv6 MBGP by defining 
IPv6 Address Family
•Define neighbor prefix filtering 
policies
•Define Blackhole Route
 IPv6 route <Prefix to be announced> 
Null0

• JUNOS
•Define new neighbor group
•Define neighbor policy options
•Setup Blackhole Route
Set routing-options rib inet6.0 static 
route <Prefix to be announced> discard 
install readvertise; 

Cisco

Juniper
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IPv6 Interface Addressing

• CISCO IOS

Interface <ifcname>

IPv6 enable

IPv6 address X.X.X.X::X/X

• JUNOS

interfaces {

    <ifname> {

        unit 0 {

            family inet6 {

                address X:X:X:X::X/X;

            }

        }

    }

}
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Configure IPv6 in your Firewall Appliances

• IPv6 Interfaces

• IPv6 Static Routes

• IPv6 Access Lists
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Possible Challenges - Multihoming

• No Agreed standard yet for IPv6 multihoming

– Traffic engineering limitations

• There are several suggestions to allow traffic 
engineering and control the size of Internet roting table

– CIDR Prefix boundaries between /49 and /51

– Multihoming BGP Community Codes

– Published Lists of multihomed prefixes

– SHIM6 (RFCs 5533, 5534, 5535) published 2009
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But Still Possible

• Request /48 prefix for every IPv4 prefix being announced

• /48 prefixes are not filtered

• Traffic engineering is possible then..   
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History of IPv6 on Linux

• The first IPv6 related network code was added to the 
Linux kernel 2.1.8 in November 1996 by Pedro Roque

• In 2000 Started USAGI (Universal Playground for IPv6 ) 
project in Japan, to implement missing ipv6 support in 
linux

• 2.5.x vanilla kernel series inserted all USAGI IPv6 
extension in to the kernel sources.

• 2.6.x vanilla kernel series include almost all of the 
developed IPv6 extensions
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IPv6 Ready?

• Latest Linux distributions already contains IPv6 modules 
in kernel

• Recommended to use 2.6.x series kernel for IPv6

• Check /proc/net/if_inet6 to confirm your kernel support 
IPv6

• Load the IPv6 kernel module, incase not loaded

# modprobe ipv6

• Check net-tools like ifconfig, route supports ipv6
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Configure IPv6 on Linux

•  Make sure IPv6 module 
is loaded in kernel
–  $ lsmod | grep ipv6 
–  Also check 

/etc/modprobe.conf

• Enable IPv6 networking
–  Edit /etc/sysconfig/network 

and add
NETWORKING_IPV6=yes

• Configure the interface
–  Add ipv6 details

$cat >>  
/etc/sysconfig/network-
scripts/ifcfg-ethX

IPV6INIT=yes

IPV6ADDR=2001:67c:111::2/61

IPV6ADDR_SECONDARIES=200
1:67c:111::3/61

IPV6_DEFAULTGW=2001:67C:11
1::1

IPV6_AUTOCONF=no
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IPv6 Test Programs

• IPv6 Ping 

$ ping6 <ipv6host/address> or $ ping6 -I <device> 
<ipv6host/address>

$ ping6 -c 1 ::1

• IPv6 traceroute 

$ traceroute6 ipv6.google.com

•IPv6 tcpdump - icmp6, ip6, proto ipv6

•Netstat

and more...
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IPv6 Supported Tools

$ host -t AAAA <host/ip6>

$ telnet ipv6.google.com 80

$ ssh -6 <host/ip6>

$ whois -h <ipv6_address> <domain_name>

And more...
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IPV6 supported Server Daemons - BIND

•BIND(Berkeley Internet Name Domain) Configuration 
support IPv6

• Can listen IPv6 address

• IPv6 Enabled access lists

• Query source, notify source, transfer source binding

• Serve IPv6 related data - AAAA

•IPv4-mapped IPv6 address to bind to ipv4 addresses

• allow-transfer { ::ffff:ipv4_address; };

•Successful IPv6 Query:
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IPV6 supported Server Daemons - Apache

•Supports IPv6 by default since 2.0.14 version

•Listen on IPv6 address – Listen [2001:111:110::1]:80

•Virtual host supports IPv6 

<VirtualHost [2001:111:110::1]:80>

•IPv6 and IPv4 together :

<VirtualHost [2001:111:110::1]:80 1.2.3.4:80>

•Not much modifications required
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IPV6 supported Server Daemons

• Most of the linux server daemons supports IPV6 like:

• FTP

• XINETD

• MTA's

• NTP etc.
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IPv6 and Security Programs

• Netfilter6 supports IPv6 firewall rules

• Stateless/stateful packet filtering

• No NAT support

• Rules are almost similar to IPv4 except it support 128 bit addresses

# ip6tables -A INPUT -i eth0 -p tcp -s 2001:1111:111::1/128 --dport 80 
-j ACCEPT

• tcp_wrapper support IPv6
• Filtering against source address and users

• Access logging for IPv6

• Other security scanning tools support IPv6
• nmap (nmap -6), netcat (nc6), strobe
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Challenges

• Issues with dns zone transfer 

• Firewalls and access restrictions

• Not much at the end...
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CITC IPv6 services

•  Internet.gov.sa Website  
 www.internet.gov.sa

access over IPv6 [2001:67c:130:410::10]

 Internet filtering website for submitting 
block and unblock request

 IPv6 address is assigned to the server 
interfaces

 Webservers are configured to listen IPv6 
interface

IPv6 supported firewall and access rules

 www.internet.gov.sa Is configured with 
two AAAA records 

http://www.internet.gov.sa/
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CITC IPv6 services

• SaudiNIC websites
www.nic.net.sa www.arabic-domains.org
www.arabic-domains.org.sa

www.nic.net.sa over IPv6 2001:67c:130:410::10

 .sa ccTLD websites

 IPv6 address is assigned to the server 
interface

 Webservers are configure to listen on IPv6

 IPv6 supported firewall and access rules

 Configured  AAAA records in DNS

http://www.nic.net.sa/
http://www.arabic-domains.org/
http://www.arabic-domains.org.sa/
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CITC IPv6 services

• IPv6  task force website

www.ipv6.org.sa 

IPv6 - IPv6

 Connected to IPv6 network

 Assigned IPv6 address to the 
server  interface

 Webserver is configured to listen 
IPv6 address

IPv6 supported firewalls and 
access rules

Configured with AAAA record in 
DNS

http://www.ipv6.org.sa/
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CITC IPv6 services

• internet.gov.sa name 
servers

ns1.internet.gov.sa 
ns2.internet.gov.sa

Querying IPv6 name server

AAAA responses

 DNS server is configured to listen IPv6

 Access rules and authorization 
configured for IPV6 sources

 Name server configured with AAAA 
record

 IPv6 address records AAAA in zone 
files

 Zone transfer over IPv6
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CITC IPv6 services

• .sa ccTLD servers

ns1.nic.net.sa

ns2.nic.net.sa

Querying IPv6 ccTLD server

ccTLD AAAA addresses

 DNS server is configured to listen IPv6

 Access rules and authorization configured 
for IPV6 sources

 ccTLD name server configured with 
AAAA record

 IPv6 address records AAAA in ccTLD 
zones

 SaudiNIC ccTLD servers accept request 
from IPV6 networks 
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CITC IPv6 services

•  Filtering download servers:
• Filtering control list download server for DSPs

● SaudiNIC Whois service (whois.nic.net.sa)

Querying IPv6 .sa whois server

.sa WHOIS server 
bind to IPv6 address

IPV6 firewall and 
access rules in place
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Just do it

• Request native IPv6 
connectivity from your 
service provider

• If the service provider 
unable to deliver IPV6 
support get an IPv6 
tunnel from a tunnel 
brokers.

• Create account in tunnel 
broker website and enter 
your IPv4 address 
(public ip)
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Just do it

• Configure your machine (example for MAC OS X)
• Configure the tunnel

$ sudo ifconfig gif0 tunnel <host_ip> <tunnel_broker_ipv4_ip>
If your machine has direct public ip assigned just use it, 
otherwise use the private address to create tunnel

• Setup the tunnel end points
$ sudo ifconfig gif0 inet6 host_ipv6_address tunnel_broker_ipv6_address 
prefixlen 128
The IPv6 address will be assigned by the tunnel broke

• Add the default route for ipv6 traffic
$ sudo route -n add -inet6 default tunnel_broker_ipv6_address 

• Test your connectivity
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Before v6

Get the v4 address to make tunnel

Configure tunnel

Configure v6 end points

Add v6 default route
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Thank You!!!
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