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Introduction

= Introduction.

= Bluecoat with IPV6 technology.
= Test LAB.

= Blue Coat solutions

= Summary
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Introduction to the CITC LAB
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Test LAB

= Test Objectives

= Test Scenarios.

= Test Result.

= Test Conclusions.
= Questions.
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Test Objectives

= To provide an overview of the capabilities of the bluecoat proxy SG
to support IPv6 protocol.

= Emulating the integration of IPv6 with IPv4 Networks Performance &
ole]glife]}

= To simulate several scenarios and provide hands-on practice and
learning on the proxy Experienced.

= Proof of concepts for testing technology services and products.
= To provide solution to the ISPs using different scenarios.

= To simulate and test IPv6 proxy HTTP services based on IPv6
Network.

© Blue Coat Systems, Inc. 2009. All Rights Reserved. lue : t




Test Scenarios -1

Client with IPv4 address only accessing IPv6 sites

http://www.kame.net

http://[2001:200:0:8002:2003:4 7ff:fea5:3085]/
.
I T

nternal =
- voics @

http://www.kame.net
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Test Scenarios -2

Client with IPv6 address only accessing IPv6 and IPV4 sites

203.178.141.194

. IPv6-only -
nternal Policy . i
etwork ~ = “Network

www.kame.net
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Test Scenarios -3

Client with both IPv4 and IPV6 addresses accessing IPv4 and IPv6 sites

http://www.kame.net

http://[2001:200:0:8002:2003:4 7ff:fea5:3085
. _'
Internal

;m\cE -0
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http://www.kame.net
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Key ProxySG Features Test

= Configuring the appliance with IPV6 setting.
= Managing the appliance using IPV6 address.
= Broad protocol support

—~HTTP, HTTPS, SSL, DNS, SSH, TCP Tunnels and
Telnet.

= |P Spoofing.
= Logging.

= Caching.

= Statistics.
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Key ProxySG Features Test

= Configuring the appliance with IPV6 setting using CPL.
1. Assign IP Address :

IPVY6-LAB#(config)interface 0:0

IPUE—LﬂBﬁ(config infterface 0:0)ip-address 2001:1490:100:12::11
0

2. Assign Gateway IP Address :

IPUE—LHB#[config]ip—default—gateway 2001:1490:100:12::1
0
IPV6-LAB#{config)

3.  Check the Configuration :

interface 0:0 :mode
1ip—address 172.16.1.2080 255.255.255.0
1p—address 2001:1490:100:12::11

ex1t

IPY6-LAB#show ip—default—-gateway

Default IP gatewavs
Gateway Height Group
172.16.1.1 1806
2001:1490:1800:12::1 106 1

I1PY6-LABH
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Key ProxySG Features Test

Configuring the appliance with IPV6 setting using GUI.
1. Assign IP Address :

Blue@3Coat ProxySG

Management Console  IPV6-LAB  Model 210-10

Statistics Configuration Maintena

@ General Adapters Bridges

Adapter|T

@ Network

@ Services

@ ProxyClient

@ SSL

@ Proxy Settings

@ Bandwidth Mgmt.
@ Content Filtering Physical Interface 24(255,255.255.0)
@ Authentication

@ External Services
@ Forwarding

@ Health Checks

@ Access Logging
@ Policy
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Key ProxySG Features Test

Configuring the appliance with IPV6 setting using GUI.
1. Assign IP Address :

Blue$Coat ProxySG

Management Console  IPV6-LAB  Model 21010 S/N 0508061235  SGOS 5.4.1.14 Proxy Edition

Statistics Configuration

Adapters ‘

Adapter/Inter

Up Adapter 0

100 Mbas
Ful

Inkerf.

@ ADN

@ Services

@ ProxyClient

@ SSL

@ Proxy Settings

@ Bandwidth Mgmt.
@ Content Filtering
@ Authentication

@ External Services
@ Forwarding

@ Health Checks

@ Access Logging
@ Policy

Unsaved changes, press "Apply" to save changes
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Key ProxySG Features Test

Managing the appliance using IPV6 address :

« Using the SSL

£ 2001:1490:100:12::11 - PuTTY =]
login as: admin
adrin@2001:1490:100:12:0:0:0:11's password:

CITC-IPVELAE>en
Enable Password:
CITC-IPV6LABH]

» Using the GUI

/= IPV6-LAB - Windows Internet Explorer,

'ﬂ' ,®  |# | https:fi[2001:1490:100:12::11]:8082/SecureLocalfconsolefme_indes:. html

File Edit “iew Favorites Tools  Help

o7 Favorites | 55 (& * @ Free Hotmail & |

& 1Pye-LAB

Blue@3Coat ProxySG

Management Console IPV6-LAB Model 210-10 SIN 0508061235 5GO0S 5.4.1.14 Proxy Edition

Blue&3Coat
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Key ProxySG Features Test

» Accessing IPV6 Sites

ﬁThe KAME project - Windows Internet Explorer [_|

~ | @ The KAME project (& The KAME project N Y o= v Page~v Safety v Tools+ @

The KAME project

1998.4 -2006.3

Dancing kame by atelier mormongs

The KAME project was a joint effort of six companies in Japan
to provide a free stack of IPv6, IPsec, and Mobile IPv6 for BSD variants.

Our produc e available in:
« FreeBSD 4.0 and beyond
« OpenBSD 2.7 and beyond
1.5 and beyond
> 4.2 and beyond

op] [Old info

T @mntene 7 - [Riore -

3 7z Y7 = P 7 3 - = N . o o 2 Z - Pai | & =
li_?Start ER-1ON" | & crrc-ipveLas - Window... [ & The kamE project - w... i Untitled - Natepad B CWINDOWS|system3z... | @ root@s2: Y Dest-IPV6-IP.bmp - Paint | @|? Léx’ UX Bk 10:23 am

Blue&3Coat
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Key ProxySG Features Test

» Accessing IPV6 Sites — using IPV6 address

v @ Free Hotmail

22| | @ the kamE project /& The KAME project P v B) - [ o v Page~ Safety v Tools~ @~

The KAME project

1998.4 -2006.3

Dancing kame by atelier mormongs

The KAME project was a joint effort of six companies in Japan
to provide a free stack of IPv6, IPsec, and Mobile IPv6 for BSD variants.

Our products are available in:
« EreeBSD 4.0 and beyond
. nBSD 2.7 and beyond
SD 1.5 and beyond
« BSD/OS 4.2 and beyond

MNewsletter(2007/
Mer

Old info

[T [T [ [ [ nternet PSR
ER-1ON" | & crrcipveLas - window... || The KAME project - ... i) Untied - Natepad B CHAWINDOWS\system32... | @ root@s2ir 1 Dest-TPV6-IP.bmp - Paint | o2 [& O X Bk 1029
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Key ProxySG Features Test

* Monitor the Sessions — IPV4 Clients accessing IPV6 Sites

{2 CITC-IPYELAB - Windows Internet Explorer

Bluef@3Coat ProxySG

Management Console CITC.IPV6LAB Model 200-C S5/H 5006066047

Statistics Configuration Maintenance

Summary Proxied Sessions
Traffic Mix
Traffic History Filter
ADN History
Bandwidth Mgmt.
@ ProxyClient
@ Network
ICAP
@ Protocol details

Health Monitor
Health Checks
Teerminat
Authentication
Advanced

Applct bl ARP st

Jiistart J & e @ & # CITC-IPYBLAB - Wind.. & Th
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Key ProxySG Features Test

» Monitor the Sessions —IPV6 clients accessing IPV6 sites

{2 CITC-IPY6LAB - Windows Internet Explorer Q

@ ST 192.168.12.11 v | b Certificate Errar
File Edit ‘iew Favorites Tools Help
T Favorites | 55 v €| FreeHotmal €|

(& cITc-IPveLag

Blue@3Coat ProxySG

Management Console  CITC-IPV6LAB  Model 200-C SIN 5006066047 SGOS 5.4.1.1 Proxy Edition

Statistics Configuration Maintenance

Summary Proxied Sessions | Bypassed Connections ADN Inbound Connections
Traffic Mix

Traffic History Filter: |MNone v Show
ADN History
Bandwidth Mgmt.
@ ProxyClient [ Show errored sessions only
@ Network
ICAP
@ Protocol details Client

["] Display the most recent connections

Server Duration  Client Bytes Server Bytes Savings OC P BM Service Namé

@ System
ys 1:1490:100:12::10:60698 2001 ; 4sec 4,011 o IR External HTTP

@ Sessions

Health Monitoring
Health Checks
Access Logging
Authentication
Advanced

Total displayed sessions: 1 Total displayed connections: 1

@Intemet fy v R100% -

= .
74 start [ tpve - Micrasof... | 8 Microsoft 0. + /72 IntemmetEx... ~| T RVED-HW [Re... | M2 WindowsE... ~ m &8 @5 % ® 3035 ¢ 126pm
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Key ProxySG Features Test

» Caching test - IPV6 clients accessing IPV6 sites

/= CITC-IPY6LAB - Windows Internet Explorer

G-k

File Edit View Favorites Tools Help

192.168.12.11

5.7 Favorites | 9.5 v €| Free Hotmail & |

€ CITC-IPVELAB

Bluef3Coat ProxySG

Management Console CITC-IPV6LAB Model 200-C S/N 5006066047

Configuration Maintenance

Proxied Sessions l

SGOS 5.4.1.1 Proxy Edition

Statistics

Summary
Traffic Mix
Traffic History
ADN History
Bandwidth Mgmt.
@ ProxyClient
@ Network
ICAP
@ Protocol details

Bypassed Connections ADN Inbound Connections

Filter:  |None v

[] Display the most recent connections

[] Show errored sessions only
Proxied S

Client Server Duration

# 2001:1490:100: 10:60698 © 1 3 4 sec

Health Mo
Health Checks
Access Logging
Authentication
Advanced

Total displayed sessions: 1 Total displayed connections: 1

—_——

+y Start FTZ 1PV - Microsof ...

© Blue Coat Systems, Inc. 2009. All Rights Reserved.

o Certificate Error

Client Bytes
4,011

Server Bytes

Fg 8 Microsoft O... » /= 2 Internet Ex... ~ rﬁi RVBD-HW [Re... T'i 2 WindowsE... ~

B ||| x| |3

@ v Page~ Safety~ Tools v '@w

Service Mame

External HTTP

@ Internet q - H100% -

EN (;E Bl > ® 35 € 1.26pM
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Key ProxySG Features Test

» Caching test — IPV4 clients accessing IPV6 sites

S E3

FCIT[ PY6LAB - Windows Internet Explorer

File Edit View Fav

- Favorites ‘ = e ~ £ FreeHotmal &
J 3 ‘| = v Page~ Safety~ Tools~ @~

ITC-IPVELAB

Bluef3Coat ProxySG

Management Console CITCIPV6LAB Model 20 S/N 5006066047 SGOS

Statistics Configuration Maintenance Health:

Summary Proxied Sessions I Bypassed Connections ADN Inbound Connections
Traffic Mix

Traffic History Filter:  |Mon l
ADN History [ Display the most recent  |100 connections

Bandwidth Mgmt.
@ ProxyClient [™ Show errored sessions only

@ Network Proxied Sessions

ICAP
@ Protacol detais i | e 5
@ System 2 1652 18min

1.2min

@ Sessions
> Active Sessions
Errored Ses

Health Moni

L]
Health Checks
Access Logging £ Download

Authentication
Advanced Total displayed sessions: 11 Total displayed connections: 33

Copyright @ 2002-2003, Blue Coat Systems, Inc. All rights reserved.
|Applet bluecoat{sgosfuifSG_UIApp started " Trusted sites v | H100% -

distart| | (3 & @ B || @ cavc-1pveLAB .. € SaudiArabiaIPy... | ) Unitled - Notepad | B CAWINDOWStsy... | g root@s2ins Y Dest-IPY6-IP2.3P.. Q Saudi Arabia IPv.. @NetwovkEvror- 0% | J X® wy( 10:44 AM

Blue&3Coat
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Key ProxySG Features Test

* Applying Policy on IPV6 sites and Clients

ﬁ;PoIicy - Current - Windows Internet Explorer

92,168.12.11 : 1 Certificate Error

File Edit Yew Favorites Tools Help

i Favorites ’:: € - v £ FreeHotmail &

€ ;Policy - Current

; Installed Policy —-- cowmpiled at: Tue, 18 Aug 2009 10:35:43 UTC
; Default proxy policy is ALLOW

; Policy Rules

<Proxy>
DENY url.address=2001:1490:100:23::10
ALLOW

© Blue Coat Systems, Inc. 2009. All Rights Reserved.
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Key ProxySG Features Test

* Applying Policy on IPV6 sites and Clients

; Installed pPolicy —- compiled at: wed, 05 Aug 2000 10:38:44 UTC
Default proxy policy is DENY

; Policy Rules
<Proxy>

DENY Client.address=1%2.168.12.11 url.domain=http:/Awww. ipvb.org.sa/
AL LW

Blue&3Coat
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Key ProxySG Features Test

* Applying Policy on IPV6 sites and Clients

{2 Access Denied - Wi

G -

File  Edit Vi Favorites  Tools  Help

lows Internet Explorer [_ (=]}

Favorites ' ~ & |Free Hotmail &
x | (& Access Denied 4 \| y a Safety + Tools +

: Previous Next || 7 options ||

Access Denied (policy_denied)
Your system policy has denied access to the requested URL

For assistance, contact your network support team,

= =S [#io0% -

| (€ crrcipveLaB - Window... | 2 Blue Coat Visual Policy M... || @ Access Denied - Wind... CHWINDOWS! .| #B 192.168.12.11 - PUTTY

Blue&3Coat
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Summary

» The test has been made for Explicit and Transparent Deployments.
» The test approve that bluecoat proxy support IPV6 protocol.

« we could not test any web filter software because CITC did dot have
any ready one.

* A detailed document has been issued for the test LAB, include full
details about the LAB.
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