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Introduction to the CITC LAB
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Test Objectives

 To provide an overview of the capabilities of the bluecoat proxy SG 
to support IPv6 protocol.

 Emulating the integration of IPv6 with IPv4 Networks Performance & 
control.

 To simulate several scenarios and provide hands-on practice and 
learning on the proxy Experienced.

 Proof of concepts for testing technology services and products.

 To provide solution to the ISPs using different scenarios.

 To simulate and test IPv6 proxy HTTP services based on IPv6 
Network.
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Test Scenarios -1
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Test Scenarios -2 
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TCP/IPv4

www.kame.net

TCP/IPv6

Policy
IPv6-only
Internal
Network

www.kame.net

203.178.141.194

IPv4-only
Network

Client with IPv6 address only accessing IPv6 and IPV4 sites
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Test Scenarios -3 
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TCP/IPv6
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http://[2001:200:0:8002:2003:47ff:fea5:3085

IPv6-only
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Key ProxySG Features Test

 Configuring the appliance with IPV6 setting.

 Managing the appliance using IPV6 address.

 Broad protocol support 

– HTTP, HTTPS, SSL, DNS, SSH, TCP Tunnels and 
Telnet.

 IP Spoofing.

 Logging.

 Caching.

 Statistics.
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Key ProxySG Features Test

 Configuring the appliance with IPV6 setting using CPL.
1.     Assign IP Address :

2. Assign Gateway IP Address : 

3.      Check the Configuration :
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Key ProxySG Features Test
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Configuring the appliance with IPV6 setting using GUI.
1.     Assign IP Address :
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Key ProxySG Features Test
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Configuring the appliance with IPV6 setting using GUI.
1.     Assign IP Address :
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Key ProxySG Features Test
Managing the appliance using IPV6 address :

• Using the SSL

• Using the GUI
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Key ProxySG Features Test

• Accessing IPV6 Sites 
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Key ProxySG Features Test

• Accessing IPV6 Sites – using IPV6 address 
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Key ProxySG Features Test

• Monitor the Sessions – IPV4 Clients accessing IPV6 Sites
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Key ProxySG Features Test

• Monitor the Sessions –IPV6 clients accessing IPV6 sites  
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Key ProxySG Features Test

• Caching test - IPV6 clients accessing IPV6 sites 
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Key ProxySG Features Test

• Caching test – IPV4 clients accessing IPV6 sites 
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Key ProxySG Features Test

• Applying Policy on IPV6 sites and Clients
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Key ProxySG Features Test

• Applying Policy on IPV6 sites and Clients
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Key ProxySG Features Test

• Applying Policy on IPV6 sites and Clients
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Summary 

• The test has been made for Explicit and Transparent Deployments. 

• The test approve that bluecoat proxy support IPV6 protocol.

• we could not test any web filter software because CITC did dot have 

any ready one.

• A detailed document has been issued for the test LAB, include full   

details about the LAB.
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